@ PacificLight

Manager, Cybersecurity

Jurong Island

Responsibilities:

= To ensure compliance of all regulatory requirements related to cybersecurity

= Supervision and coordination of the Information Security Management System,
planning, operation and performance evaluation functions of Plant Operational
Technology in accordance to ISO/IEC 27001 Information Security Management
System and the Cybersecurity Act.

= Responsible for coordinating activities related to information security management,
Coordinating the information security risk management process of Plant Operational
Technology.

= To be part of team to plan and build cyber defense.
= To Design and Implement Cyber Policies and SOP’s

= Lead cybersecurity governance for Plant Operational Technology systems including
DCS, PLC, SCADA, historian, engineering workstations, OT network and related
cybersecurity infrastructure.

= Establish and oversee vulnerability management, patch management, risk
assessment and mitigation tracking for OT and cybersecurity systems.

= Manage cybersecurity requirements for vendors, contractors and remote access
activities, including access approval, monitoring, segregation and compliance with
company cybersecurity requirements.

» Ensure compliance with applicable Singapore cybersecurity regulatory requirements,
including the Cybersecurity Act, CSA Codes of Practice, ISO/IEC 27001 and relevant
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@ PacificLight

OT cybersecurity standards. Active involvement in ISMS Audits, Cybersecurity
Audits, Vulnerability and Risk Assessments

= Support cybersecurity budget planning, project implementation, audit preparation and
closure of cybersecurity improvement actions.

= Conduct cybersecurity training, awareness sessions and cyber incident response
exercises.

Requirements:
Qualifications & Experience

= Degree in Cybersecurity, Information Technology, Computer Science, Engineering,
or a related discipline, preferably recognised by the Professional Engineers Board
(PEB), Singapore.

= Atleast 8 to 10 years of relevant experience in the domain of cybersecurity, with 3
years of supervisory experience, industrial control systems, operational technology
(OT), or a related engineering environment.

= Professional cybersecurity certifications will be viewed favourably.

= Singapore Citizen or Singapore Permanent Resident.

Others:

= Working location in Jurong Island.
= Scheduled company transport is provided, to/from Jurong East MRT
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@ PacificLight

Interested applicants are kindly requested to submit their applications via the link
provided, as this will facilitate and expedite the shortlisting process.

(All applications will be treated in strictest confidence. We regret that only shortlisted
candidates will be notified)

By submitting your personal data and/or resume to PacificLight (“us”) you shall be deemed to
have given consent to us collecting, using, and disclosing your personal data for the purpose
of assessing your job application. Information collected may also be disclosed to PacificLight
Group of Companies (“PacificLight”) which includes PacificLight Power Pte. Ltd and
PacificLight Energy Pte. Ltd. for this purpose. Please read our privacy policy here.

( ] ( ]
TERM RECRUITMENT
EMPLOYMENT PRACTICES

Tripartite Standards Tripartite Standards

T (]
FLwEélRBIIiE S SO (»MP;‘OV[D TS CAl;'E‘ZIA\;ﬁiG
i l LEAVE

Tripartite Standards i 4 ds Tripartite Standards Tripartite Standards

-~

PLEDGE PARTNER — iz
A
Y ‘4 SUSTAINABLE ]*)ATAPROYECTION X
WSH "\ AWARDS
Uzimotior  \ V) ASSURED WSH\
; - A
/]

®
n

——

/)
17/
/

—

PACIFICLIGHT.COM.SG

o\
PACIFICLIGHT | f ) PACIFICLIGHTENERGYSG
\/


https://www.pacificlight.com.sg/notices-terms/privacy-terms

